Enterprise Security Solutions

World-class technical solutions,
professional services and training
from experts you can trust

ISOCORP is a Value-Added
Reseller (VAR) and services
provider for best in class
security solutions that exceed
federal government
requirements.

ISOCORP has a ten year proven
track record of customer
satisfaction, retention and
market growth.
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Guardium

SAFEGUARDING DATABASES™ AN IBM* COMPANY

Database & Security Compliance Made Easy

Guardium provides the most widely-used solution for ensuring the integrity of corporate information and prevent-
ing information leaks from the data center. Our enterprise security platform prevents unauthorized or suspicious
activities by privileged insiders, potential hackers, and end-users of enterprise applications such as Oracle EBS, Peo-
pleSoft, SAP, Business Intelligence, and in-house systems. At the same time, our solution optimizes operational effi-
ciency with a scalable, multi-tier architecture that automates and centralizes compliance controls across your
entire application and database infrastructure.

Redal-time Database Security & Monitoring

= Prevent cyberattacks = Automated & centralized controls
* Monitor & block privileged users * Cross-DBMS audit repositary
= Detect application-layer fraud Monitor = Preconfigured policies/reports
* Enforce change controls & * Sign-off management
* Real-time alerts Enforce = Entitlement reporting
* Control firecall IDs * Minimal performance impact
e SIEM integration e No database changes

® Find & classify
sensitive data .

. anﬂnuously update Flnd ASSGSS vulnerabilities
security policies & : & = Configuration auditing

* Discover embedded Classify Harden * Preconfigured tests
malware & logic bombs based on best practices

standards (STIG, CIS, CVE)

* Assess static and
behavioral database

Audit & Report

Capturing a Continuous, Fine-Grained Audit Trail

Guardium creates a continuous, fine-grained audit trail of all database activities, including the “who, what,
when, where, and how” of each transaction. Our solution contextually analyzes and filters this audit stream
in real-time to provide proactive controls and deliver the specific information required by auditors.

Monitor & Enforce

Monitor and enforce policies for database security and change control

With Guardium, you have granular, real-time policies to prevent unauthorized or suspicious actions by
privileged database accounts as well as attacks from rogue users or outsiders.

Assess & Harden

Vulnerability, Configuration and Behavioral Assessment

Guardium’s database security assessment scans your entire database infrastructure for vulnerabilities and
provides an ongoing evaluation of your database security posture, using both real-time and historical
data. The assessment provides a comprehensive library of preconfigured tests based on industry best
practices, such as the DOD’s Database Security Technical Implementation Guide (STIG).

Discover & Classify

Automatically locates, classifies and secures sensitive information

As organizations create and maintain an increasing volume of digital information, they are finding it harder to
locate and classify sensitive information.

Business
Partner




@ Labs

Delivering Complete Network & Security Knowledge

Q1 Labs’ next-generation SIEM, Log Management, Network Activity Monitoring and Risk Management
technologies are built on the industry's only Security Intelligence Platform. As a result, we enable security profes-
sionals to comprehensively prevent, defend, remediate and analyze exploits and policy violations, all through our
unique "one-console" security intelligence approach.
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Surveillance

EVENTS and LOGS and NETFLOW
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OPERATING SWITCHES ROUTERS IDS/IPS FIREWALLS APPLICATIONS IDENTITY
SYSTEMS MANAGEMENT

A Next-Generation solution for current and emerging challenges:

Event/Flow
Management
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Best-in-class data collection, analysis, correlation and auditing capabilities, enable organizations to quickly
and easily implement a next-generation security management program to meet current and emerging net-
work security challenges including:

¢ Log Management: The ability to collect, store and mine all network, security and application informa-
tion from IT infrastructure

¢ Threat Detection: The correlation and detection of threats across heterogeneous network and security
technologies

¢ Compliance Management: Bringing the transparency, accountability and measurability critical to the
success of meeting regulatory mandates and reporting on compliance. Meeting HIPAA, NERC, NIST,
GLBA, PCI, FISMA and other regulatory compliance mandates with over 3,500 reports and rules tem-
plates to address your compliance requirements.

¢ Risk Assessment: converge risk management, SIEM, log management and network behavior analysis
to automate risk management functions in mission critical areas.

¢ Cloud Security: delivering advanced security intelligence in virtual environments by providing
application layer visibility of all virtual network traffic.
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Securing Your Endpointa

Effective Data Protection Begins At The Endpoint

Safend Data Protection Suite protects organizations from data leakage and theft with a single software product
providing granular port and device control, transparent hard disk encryption, comprehensive removable media
encryption and accurate content control. It provides complete protection of sensitive data-in-use, data-at-rest and
data-in-motion, without sacrificing productivity.
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The Solution - Safend Data Protection Suite

The award winning Safend Data Protection suite provides complete endpoint data protection without compromis-
ing productivity. Each component within the Safend Data Protection Suite can be implemented stand alone or in
combination and compliments your existing security infrastructure. Safend Data Protection Suite includes:

Safend Auditor - immediately recognize your security risks through a clientless tool that identifies all devices
currently or historically connected to your endpoints via USB, Firewire, PCMCIA or WiFi ports.

Safend Discoverer - locate and map sensitive data stored on your organizational endpoints.

Safend Inspector - inspect, classify, filter and block leakage of your sensitive content and data through email,
IM, Web, external storage, printers and more.

Safend Encryptor - transparently protect and encrypt your laptops and PC’s.

Why Safend?

¢ Flexible and compliments your existing security infrastructure

¢ Manage all your data protection measures with a single server, single console and a single lightweight
agent

¢ Monitor real-time traffic and apply granular security policies over all physical, wireless & removable storage
interfaces

¢ Best of breed port and device control

¢ Hard disk encryption is completely transparent and does not change end user experience & common IT
procedures

¢ Comprehensive and enforceable removable media encryption

¢ Full control over sensitive data both inside and outside organizational networks

¢ Track file transfers from encrypted devices even on non-corporate computers



Professional Services

ISOCORP provides a full range of professional services options that include:

¢ Planning & Design - One or more professional services consultants
will review your business goals, application architecture and security
requirements to prepare a tailored deployment plan that fits your archi-
tecture and meets your security goals.

¢ Configuration and Implementation - Our consultant will visit your
site and work with your team for implementation and configuration.

¢ Reporting - Security and compliance reports are a central component
of any deployment. We will leverage pre-defined reports and build
new, custom reports — including PCI and SOX reports - to meet your
business and compliance requirements.

¢ Fine Tuning - After the initial deployment, our consultant can adjust
security policies and alert settings, roll out high-availability configura-
tions or apply other changes. The consultant will advise your adminis-
trative team on ongoing maintenance and security best practices.

¢ Training — To maximize your security investment and ensure seam-
less operations, your IT security staff must be trained and knowledge-
able. Our trainings will make sure your staff can effectively manage
and support the deployed solution.

Professional Services from Seasoned Professionals

The ISOCORP Professional Services Group is a team of skilled security
consultants — each possessing many years of networking, application and
database experience. Our trained consultants can draw on their experience
from hundreds of previous engagements to ensure that each new product
roll-out is performed within schedule and within budget. In addition, our
consultants educate clients throughout the professional services engage-
ment about the deployment and provide invaluable knowledge transfer to
clients’ designated IT staff.

About ISOCORP

ISOCORP, the leader in enterprise security solutions, delivers activity
monitoring, real-time protection, and risk management solutions for
business applications and data. The world’s leading enterprises and
government entities rely on our solutions to protect their networks,
prevent data theft, data abuse and ensure data integrity.

For more info, visit www.iso-corp.com. -
SBA

8A Certified

“..my hat is off to this vendor
as there are not many vendors
out there today that would take
customer satisfaction to the

level that ISOCORP has...”

Mike Blevins
Chief Infrastructure Architect
United States Patent & Trade Office
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Corporate Headquarters:

ISOCORP, Inc.

2022 Raymond Diehl Rd
Suite #2

Tallahassee, FL 32308 USA

Telephone 850.222.8060
Fax 850.222.8092

security@iso-corp.com
WWW.iSO-corp.com


http://www.iso-corp.com/

